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Section 1: Introduction

1.1 Background

The Department of Energy (DOE) initiated a competitive sourcing study for its Information Technology (IT) support services in accordance with Office of Management and Budget (OMB) Circular A-76. Competitive sourcing involves a competition between Federal employees and other commercial sources to determine whether the incumbent workforce should continue providing services under review.  The process includes the development of a Performance Work Statement (PWS), which interested parties respond to through formal offers.  The competition results in a new Service Provider (SP) that shall perform the requirements stated in the PWS.  The SP may be composed of the current workforce, a contractor workforce, or a combination of the two.  In either scenario, the Government will have an organization in place to direct the efforts of the SP, and monitor and evaluate the performance of the SP.  This organization is called the Residual Organization.  

1.2 Purpose

This Quality Assurance Surveillance Plan (QASP) defines the performance standards presented in Appendix A: Performance Requirements Summary (PRS).  The QASP also describes the procedures that DOE will use to monitor the SP’s contract performance.  It is important to note DOE’s primary concern is with the products and services provided by the SP and not with the procedures used to produce them.  Therefore, the QASP focuses on examining the products and services provided by the SP and not the processes used to produce them.  It is intended that the QASP be a tool to guide Quality Assurance Evaluators (QAEs) in assessing SP performance.  In some cases, specific metrics are used to measure SP performance, in other cases subjective judgment and evaluation by DOE personnel will be the determining criteria.  This plan describes the methodology utilized to make both quantitative and qualitative evaluation of SP performance under this Contract.

1.3 QASP Relation to the Solicitation

This QASP is not part of the contract but is included in the solicitation for information purposes.  DOE will retain the right to change the surveillance methods and Quality Assurance (QA) procedures, or to increase or decrease the degree of surveillance efforts at any time necessary to assure contract compliance.  DOE may provide the SP with an informational copy of the QASP to enable the SP to enhance its Quality Control Program (QCP).

1.4 QASP Relation to the QCP

The QCP is a required element of the SP’s technical proposal in response to the solicitation.  While the QCP represents the way in which the SP will ensure its quality and timeliness of services, as defined in the PWS, the QASP represents the way in which DOE will evaluate the SP’s performance.  The SP’s QCP and the QASP should be complementary programs that ensure successful contract performance.  

1.5 Revisions to the QASP

The QASP is a tool for use in Government administration of the PWS and remains subject to revision at any time by the Government throughout the contract performance period. Revisions to this surveillance plan are the responsibility of the Designated Government Representative (DGR).  Changes may be made unilaterally and need not be announced to the SP; the Government may provide informational copies to the SP at its option.

During the Phase-in Period, the SP will gradually assume responsibility for all tasks in the PWS, as current contracts expire and tasks or subtasks are issued under this award. It is expected that during that time, all operational procedures and quality control measures will be tested and implemented. As the performance period progresses, the levels of surveillance may be altered for service areas in cases where performance is either consistently excellent or consistently unsatisfactory.  If observations reveal consistently good performance, then the amount of surveillance may be reduced.  If observations reveal consistent deficiencies, increased surveillance may be implemented. 

Section 2: Performance description

Performance of the SP will be monitored through various surveillance methods described in Section 4: Performing Quality Assurance.  Performance data gathered will be evaluated to assess SP performance against contract requirements. 

2.1 Performance Standard

A performance standard is a level of performance the SP must meet for each performance measure defined in the PRS.  Depending on the service evaluated and the evaluation method selected, a performance standard may be stated as a number of occurrences or as a percentage.  Performance standards for random sampling and 100 percent inspection are generally stated as percentages.  For periodic inspections, performance standards may be stated as either percentages or as absolute numbers.

DOE is contracting to have all work performed as specified. Any inaccuracies or omissions in services or products are referred to as “defects” on the part of the SP.  The SP shall be held responsible for all identified defects, and DOE may require the work to be re-performed.  Performance standards take into account that in some instances an allowable level of deficiencies (deviations) is possible while overall performance continues to meet DOE’s desired level of service. 

2.1.1 Allowable Deviation

The allowable deviation is the level or number of performance deficiencies the SP is permitted to reach under this contract.  Allowable deviations take into account the difference between an occasional defect and a gross number of defects.  Allowable deviations can be expressed as a percentage of or as an absolute number (e.g., three per month).  There will be instances where 100 percent compliance is required, and no deviation is acceptable (e.g., mishandling classified documents).

2.1.2 Substantially Complete

Many service contracts deal with service outputs that are evaluated using subjective values (e.g., excellent, satisfactory, unsatisfactory).  The criteria for acceptable performance and for defects must be defined for these service outputs. The concept of “substantially complete” should be the basis for inspections based on subjective scales.

Work is considered “substantially complete” where there has been no significant departure from the terms of the Contract and no omission of essential work. In addition, the SP has performed the work required to the best of its ability and the only variance consists of minor omissions or deficiencies. 

2.2 Non-performance

Non-performance occurs when the SP’s performance does not meet or exceed the prescribed performance standard for a given requirement. Requirements may contain multiple performance elements, and therefore, deficiencies may occur in one or more aspects of performance (e.g., timeliness, accuracy, completeness, etc.) or subject areas of effort. 

When surveillance indicates that the SP's service output is not in compliance with the Contract requirements, the QAE must determine whether the SP or the Government caused the deficiency.  If the cause of the defect rests with the Government, corrective action must be taken through Government channels. If the cause of the defect is due to action or inaction by the SP, the SP is responsible for correction of the problem at no additional expense to the Government. 

2.2.1 Documentation

Thorough documentation of unperformed or poorly performed work is essential for tracking SP performance throughout the period of performance.  The QAEs, as trained inspectors, will document deficient work by compiling facts describing the inspection methods and results. A sample documentation reporting form is provided in Appendix B: Customer Discrepancy Report.  The DGR and QAEs will develop documentation to substantiate nonconformance with the Contract.  The documentation, together with any recommendations, will be forwarded to the DGR, who will decide whether to elevate the problem to the cognizant Contracting Officer (CO) for corrective action. 

2.2.2 Remedial Actions

Service contracts allow for penalties in the event that the SP fails to perform the required services. Penalties are defined as those actions taken under the direction of the CO against the SP within the general provisions of the Contract for nonconformance to the PWS and PRS.  

In accordance with FAR 52.246-4: Inspection of Services-Fixed-Price, the Government may require the SP to re-perform any services that do not conform to contract requirements.  If the defects cannot be corrected by re-performance, the CO may either require the SP to take the necessary action to ensure that future performance conforms to the requirements, or the CO may reduce the Contract price to reflect the reduced value of the services performed.  At an extreme decision point, penalties may include a decision not to exercise contract options.  The CO will determine the penalty for nonconformance based upon his or her judgment and the severity of the nonconformance.

Section 3: Roles and Responsibilities

The purpose of QA is to ensure that the customers are satisfied with the products and services received from the SP and to ensure that the SP is meeting its obligation to DOE.  The roles and responsibilities of the stakeholders involved in QA are described below.

3.1 SP Responsibility

The SP is responsible for delivering products or services in accordance with the Contract.  The SP is responsible for implementing a QCP, which is included as part of its technical proposal. The QCP describes the SP’s methods for ensuring all products and services provided under this Contract meet established performance standards. The SP is responsible for producing, maintaining, and providing for audit, quality control records and reports and all records associated with the investigation and resolution of customer complaints. The SP is also responsible for implementing a Customer Feedback Program as stated in the PWS. The SP shall appoint a single quality control point-of-contact to act as a central recipient of communication from the Government. Any additional reports required by the Government on the total contract-level will be on an ‘ad-hoc’ basis.

3.2 Government Responsibility

This section of the QASP briefly defines the duties and responsibilities of key Government personnel involved in contract administration and quality assurance.  The key personnel who will be responsible for QA are the CO, the DGR, the QAE, and the DOE customers.

3.2.1 Contracting Officer

The CO has the authority to administer the DOE IT Contract. The CO may delegate many of the day-to-day contract administration duties to the DGR and QAEs.  However, certain contractual actions such  as negotiation and issuance of contract modifications, resolution of SP claims and disputes, issuance of cure notices, issuance of show-cause letters, termination of the Contract, and Contract close-out functions are retained by the CO. Administrative actions such as invoice approval and issuance of SP Deficiency Reports (SPDR) may be, and normally shall be, delegated by the CO to the COR. For tasks and/or subtasks which include incentive arrangements (award fee, shared savings, award term, etc.), the DGR shall provide recommendations to the CO for action. All communication regarding questions or issues related to QA and inspection will be directed to the CO or the DGR. The CO shall approve any revision to the QASP processes or standards. 
3.2.2 Designated Government Representative

The DGR shall be appointed for each task/subtask as required, and shall serve as the first line manager of all tasks and/or subtasks issued under this Contract, and there may be one or more DGRs per site. Therefore it is expected that there will be multiple DGRs under this contract. The DGR represents the CO in the Contracting Officer’s Representative functions and therefore is the SP's initial point-of-contact with the Government. In turn, the DGR may delegate some of his/her responsibilities by appointment of Task Monitors by task/subtask to execute some administrative duties, such as supervision of the QAEs, in order to ensure that the QA function is properly executed. If modifications to the Contract, or at the task/subtask level, are necessary, the DGR will assist the cognizant CO in preparing and negotiating the modifications. If there are problems with SP performance, the DGR will inform the SP of the problems and recommend to the CO that adverse contractual actions are appropriate (e.g., SPDR, issuance of a cure notice or task/subtask closure) if the SP fails to correct the problem. Also, the DGR must refer differences of contract interpretation to the CO. 

3.2.3 Quality Assurance Evaluators

The QAEs play a key role in contract administration.  They serve as the on-site representative of the CO and the DGR. The QAEs perform the actual contract surveillance and report to the DGR.  Some of the key contract administration duties of QAEs include, but are not limited to, the following:

· Complete surveillance as required by this QASP and the specific task/subtask, and make recommendations to the DGR for issuance of SPDRs or letters of commendation;

· Make recommendations to the DGR for the acceptance or rejection of completed work and for administrative actions based on unsatisfactory work or non-performed work;

· Assist the DGR in identifying necessary changes to the task/subtask, preparing DOE cost and/or staffing requirements estimates, conducting QA/SP meetings, approving submittals of effort and/or reports, and maintaining work files;

· Promptly furnish the DGR with any requests for changes, deviations, or waivers to the task/subtask, with justifications/rationale;
The QAEs have only the authority delegated to them in writing by the DGR and/or CO. They have no authority to direct or to allow the SP to deviate from contract requirements, including changes which would impact task/subtask costs or schedule/deliveries. The QAEs also have no authority to direct or interfere with the methods of performance by the SP or to issue directions, including change orders, to any of the SP’s personnel. These actions are reserved to the CO or to the DGR. 

The QAEs may use the documentation tool provided in Appendix D: Sampling Guide/Inspection Checklist for each service requirement to be inspected, or such other forms as are specified in the task/subtask or by the DGR. The sampling guide contains a sample of the specific tasks to be checked and whether the inspection results in an SP rating of excellent, satisfactory, or unsatisfactory performance; the specifics shall be included in the task/subtask. Overall guidance is also provided by the Inspection and Acceptance clauses in the contract.  

2.2.4    Customers

Customers (users) are the various DOE offices and support contractors supported by the SP. This includes the Federal employees who will be the recipients of SP support under this Contract.  Customers are responsible for assisting the QAEs and DGRs in conducting QA by providing information on SP performance through a Customer Feedback Program.  

The information gained from the Customer Feedback Program may be used in conjunction with other methods of observation to rate the performance of the SP.  This information will be made available to the SP every quarter at a minimum, and more often if the SP is not meeting its performance requirements.

Section 4: Performing Quality Assurance

4.1 Quality Assurance Methods

The methods used in the QA process are the Government’s tools to monitor the SP’s products and services. The best means of determining whether the SP has met all contract requirements is to inspect the SP’s service products and analyze the results.  Further, documented inspection results are an effective tool in contract administration. Inspections either confirm the SP’s successful achievement of all performance requirements or highlight areas where defects exist and improvements are necessary.

The types of inspections described below include: 100 percent inspection, periodic inspection, random sampling, and customer feedback.  The number of inspections conducted may be reduced in those instances where the SP has established a good performance record.  In cases of poor performance, DOE may increase the level of surveillance and focus on known problem areas.  In either case, the reasons for the change in surveillance will be documented. In all cases, the applicable requirements shall be included in each task/subtask at issuance. 

4.1.1 100 Percent Inspection

The 100 percent inspection method requires complete inspection of a contract requirement.

4.1.1.1 Application

These inspections should be used for requirements that are especially critical or where there is some reason for suspecting that the performance standard is not being met (and therefore, should be more closely monitored).  A 100 percent inspection approach should also be used for monitoring scheduled contract requirements (such as one-time deliverables, scheduled submissions, and infrequently identified requirements).  Although 100 percent inspections are the most costly, they provide positive proof of delivery of critical requirements.  Evaluation schedules for 100 percent inspections will be prepared each month.

4.1.1.2 Performance Standards

The performance standards may be stated as either percentages or absolute numbers.

4.1.1.3 Evaluation Procedures

Observed defects for a service monitored by 100 percent inspection is compared to the performance standard.

4.1.2 Periodic Inspection

Periodic inspection provides a systematic way of looking at service outputs and forming conclusions about the SP's level of performance in accordance with a planned schedule of surveillance.  Evaluation by periodic inspection is designed to inspect some part but not all of the products and services being monitored.

4.1.2.1 Application

Specific contract requirements that are to be monitored are selected for evaluation prior to their scheduled accomplishment.  Periodic inspection differs from random sampling in the way in which samples are selected – periodic inspection sample selection is based on some subjective rationale and sample sizes are usually arbitrarily determined.  With this type of evaluation, the SP knows that work performed in specific functions or selected locations is more likely to be monitored than work in other areas or locations, and the QAEs are able to direct efforts to those areas where inspections are most needed.  Periodic inspection, as compared with random sampling, provides a less sound statistical means of making comparisons between observed and overall performance, and the SP's overall level of performance.  Periodic inspection does not accurately determine the SP’s overall performance.  Periodic inspection is generally used in two ways.  First, it can provide a one-time subjective evaluation of SP performance.  Second, it can be used to detect a change in 

the SP’s level of performance (i.e., trend analysis).  This method requires that the sample selection criteria be well documented and consistently applied from period to period, and that there are no other intervening factors.  The cost of periodic inspections varies with the level of inspections.  Such latitude is important to manage limited resources and focus inspections on known or suspected problems areas.

4.1.2.2 Performance Standards

Performance standards are usually stated in terms of the number of defects detected per time period (e.g., three times per month).  There is no specific relationship between sample size and performance standard.  However, when the performance standard is expressed as a percentage, it is recommended that the maximum sample size be chosen such that one defect does not exceed the performance standard.

4.1.2.3 Evaluation Procedures

The levels of evaluation appropriate for periodic inspection are judgmental.  In order to perform trend analysis from periodic inspection, criteria for sample selection should be applied consistently from period to period.  To ensure valid results, the QAEs will use periodic inspection evaluation sheets and follow a detailed inspection schedule.  Schedules may be developed monthly to coincide with the SP's monthly schedule of work, and regularly updated after receiving the SP's definitive weekly schedule.  Observed defects for services monitored by periodic inspection will be totaled at the end of each month.  For each service, the total number of defects will be compared to the performance standard.
4.1.3 Random Sampling

Random sampling evaluation is a quality assurance method designed to evaluate some, but not all, of a specific contract requirement.  This method, based on statistical principles, estimates the SP's overall level of performance for a given contract requirement based on a representative sample drawn from a population.  Random Sampling is most often used when the number of occurrences of a service is very high (e.g., 10,000 help desk tickets).

4.1.3.1 Application

The random sampling procedures are based on those set by the American National Standards Institute (ANSI).  The random sampling procedures consider the maximum allowable deviation from the required performance standard, the level (intensity) of the evaluation effort, and the population size.  There are two ways of applying random sampling for QA surveillance.  The first is used only for performance evaluation and allows deductions to be taken only for observed defects; the second is random sampling for performance evaluation and deduction projection (also called extrapolated deductions), which allows deductions against the whole population based on the inspection of the sample.  Problems often arise when inspectors fail to follow random sampling procedures precisely. 

4.1.3.2 Performance Standards

Performance standards may be specified as percentages or absolute numbers. 

4.1.3.3 Evaluation Procedures

Random Sampling is based solely on a statistical analysis whereby a conclusion is drawn about a population based on a randomly selected sample of that population.  For the conclusion to be valid, the sample selected must be representative of the population.  A truly representative sample can be achieved by ensuring that the sample is selected randomly and the size of the sample is sufficient.  A conclusion about SP performance can then be made based on the representative sample drawn.

4.1.4 Customer Feedback

Validated customer feedback is a quality assurance method based on customer and SP interaction.  Customers continually receive the outputs of SP performance and are in a position to evaluate the SP on a recurring basis.  Because customers have a clear stake in the quality of SP services, they are valuable resource for the QAEs.  

4.1.4.1 Application

Customers are made aware of contract requirements and monitor the services provided by the SP, both positive and negative. Where there is a case of poor performance or non-performance, customers notify the QAEs. The QAEs then investigate the report and, if found to be valid, document their findings. The numbers of complaints and resulting inspections depend upon customer awareness and response. If the complaint is valid and caused by poor performance or non-performance by the SP, the SP must take appropriate corrective action. A valid complaint is one in which the QAE confirms that poor performance or non-performance violates contract requirements.

4.1.4.2 Customer Feedback Process

Upon award of the task/subtask, the DGR will send letters to all customer points-of-contact. These letters will inform them of the need for their active participation in the overall Quality Assurance Program. The DGR will also provide a Customer Feedback Record for the customer to use to either document performance problems or identify when superior services are received. Copies of all such documents shall be provided to DGR. If CO involvement is required, the DGR shall request it. A sample documentation tool is included in Appendix C: Customer Feedback Record.

Customer Feedback Records submitted to the QAEs will be validated.  It is primarily the responsibility of the SP to investigate each complaint to determine the problem.  While QAEs can also investigate customer complaints, the responsibility for initial review shall remain with the SP.  At the Government’s discretion, the QAE will investigate problems from customer groups and complaints involving major problems with services being provided.  

The SP shall take action when a Customer Feedback Record is received.  If a valid complaint exists, the SP shall re-perform the product or service. The SP may use the complaint as an indicator that the QCP needs improvement. Corrective actions shall be implemented prevent the recurrence of similar problems in the future or detect and fix such problems before a product or service is delivered to a customer. If the customer complaint is found to be invalid, the DGR shall educate the customer regarding contract/task/subtask scope of work as it pertains to the customer’s expectations.   

4.1.4.3 Evaluation Procedure           

The SP shall report validated complaints each month by task/subtask, so the QAEs may review the valid complaints and formulate action items if necessary. Trend analysis may be used to test for variations in the number of complaints received each month and identify changes in SP performance.  

4.2 Analysis and Results 

Once the inspections or customer feedback records have been completed and submitted to the QAEs, an analysis of the SP’s performance will be conducted.  The purpose of the analysis is to ensure that DOE is receiving  high-quality products and services from the SP.  QAEs will review the results, rate SP compliance with the performance standards, and characterize the SP’s overall performance.  These reports shall be submitted to the DGR for each task/subtask. Analysis of all types of contract monitoring will result in one of the following outcomes: excellent performance, satisfactory performance, or unsatisfactory performance.

4.2.1 Excellent Performance

Excellent performance is the result of the SP significantly exceeding the performance requirement being inspected. DOE may reduce its level of surveillance when the DGR determines there are very few or no deficiencies and the SP performance has significantly exceeded requirements. The DGR may notify the SP that their performance has been excellent.

4.2.2 Satisfactory Performance

When the SP’s performance is satisfactory, performance meets the specified standard and the number of defects does not exceed the allowable deviation. Although the SP’s performance may be deemed satisfactory, the QAE may suggest to the DGR that an increased level of surveillance be used for individual products or services that show defect rates approaching the minimum performance standards. The SP will be notified by the DGR when performance is marginal, or approaching an unacceptable level in any area.

4.2.3 Unsatisfactory Performance

When the performance standard for any service has not been met, the SP’s performance is unsatisfactory, and is, therefore, unacceptable. The following responses are available to the DGR regarding that task/subtask:

· The CO and/or DGR meet with the SP to discuss discrepancies, trends, and intended corrective measures;

· The level of surveillance is increased until the SP demonstrates acceptable performance over a period of time;

· The CO issues a Contract Deficiency Report for each service that does not meet its performance standard; 
· Should deficiencies be significant and affect multiple tasks/subtasks, CO action such as a ‘Cure’ notice may be appropriate.
performance Requirements Summary

The following performance requirements will be used to measure the performance of the Service Provider (SP). These measures are applicable to the four functional areas of the Performance Work Statement (PWS) that include: IT Management, Systems Development and Engineering, IT Operations Support, and Cyber Security. These measurements will also apply to all contractual provisions identified in the resulting Contract. SP performance results may be posted to an internal Department of Energy (DOE) website pursuant to the measurement intervals identified in the tables. DOE Quality Assurance Evaluators (QAE) and DOE Designated Government Representatives (DGR) will monitor SP performance as stipulated in the Contract under the performance based task assignments. The SP shall be required to comply with all terms and provisions of the Contract, including the PWS and Technical Exhibits (TEs), and the post award provisions of the OMB Circular A-76. All detailed metrics, standards, and surveillance methods are task specific and will be included in each issued task or subtask. 

Information Technology Management

The following table outlines SP responsibilities for performance metrics, performance standards, and surveillance methods pertaining to IT Management.  Furthermore, this portion of the PRS describes the standards by which the SP shall meet the task assignments. Tasks include, but are not limited to, policy development, strategic planning, enterprise architecture, capital planning and investment control, resource management, procurement actions, and special projects. 
	PWS Section
	Performance Metric(I don’t see how you can define this as a performance metric)
	Performance Standard
	Surveillance Method

	3.1.1
	Policy Development
	Accuracy, comprehensiveness, and timeliness will be weighted on a percentage basis as set forth in the task assignment as directed by the DGR
	Customer Feedback

and/or

Periodic Inspection as reflected in the task assignment

	3.1.2
	Strategic Planning
	
	

	3.1.3
	Enterprise Architecture
	
	

	3.1.4
	Capital Planning & Investment Control
	
	

	3.1.5
	Resource Management
	
	

	3.1.6
	Procurement Actions
	
	

	3.1.7
	Special Projects
	
	


Systems Development and Engineering

The following table outlines specific SP responsibilities for performance metrics, performance standards, and surveillance methods pertaining to Software Development and Engineering.  Furthermore, this portion of the PRS describes the standards by which the SP shall meet the task assignments.  Tasks include, but are not limited to, application development, software engineering activities, and web site development and maintenance. 

	PWS Section
	Performance Metric(I don’t see how you can define this as a performance metric)
	Performance Standard
	Surveillance Method

	 3.2.1 &

 3.2.2
	Requirements Analysis and Definition 
	Accuracy, comprehensiveness, and timeliness will be weighted on a percentage basis as set forth in the task assignment as directed by the DGR
	Customer Feedback

and/or

Periodic Inspection as reflected in the task assignment

	3.2.1 &

3.2.2
	On Time Development

-All components delivered on time

-Final deliverable on time and within budget
	Deliverable is technically acceptable, submitted within timeframe and budget as specified by task assignment
	

	3.2.1 &

3.2.2
	Maintenance

-Emergency

-Routine
	Maintenance is accurate, comprehensive, and timely as defined in the task assignment by the DGR
	


IT Operations Support 

The following tables outline specific SP responsibilities for performance metrics, performance standards, and surveillance methods pertaining to IT Operations Support for DOE including sensitive, classified, and unclassified information systems.  Furthermore, this portion of the PRS describes the standards by which the SP shall meet the task assignments. Tasks include, but are not limited to: IT facilities management and IT physical security; telecommunications/network engineering services; network administration; network configuration, installation, maintenance, repair, and upgrades; firewall management and maintenance; server platform administration; server installation, maintenance, repair, and upgrades; system back-ups and restores; applications system administration; emergency preparedness; inventory control; maintenance, support, and service agreement management; audio, video, and web conferencing; user support/help desk; workstation management; wireless services; and voice and data services.

Tier 1 Support(needs a definition)
	PWS Section
	Performance Metric
	Performance Standard
	Surveillance Method

	3.3.2, 7 & 9


	Staffed Support (Availability)
	24 hours a day, seven days a week (24x7)
	Periodic Review of Reports and Random Sample

	3.3.2, 7 & 9


	First Contact Resolution Rate 1
	75%
	

	3.3.2, 7 & 9


	Recall For Same Problem
	(10%
	

	3.3.2, 7 & 9


	Telephone Contact
	
	

	
	     Speed to Answer 2
	<30 seconds
	

	
	     Placed in Voice Mail
	(10% of calls
	

	
	     Respond to Voice Mail
	(15 minutes to respond to user message
	

	
	     True Call Abandon Rate 3
	(8% of calls
	

	3.3.2, 7 & 9


	Electronic Message Contact4
	(60 minutes to respond to user message
	

	3.3.2, 7 & 9


	In Person Contact 5
	100% of incidents entered in service logs
	Periodic Review of Reports and Random Sample

	3.3.2, 7 & 9


	Account Administration

-Email, network, account privileges, and COTS/GOTS applications

-Password Reset/Account Unlock
	(4 hours from receipt of request for administrative change
	


Note 1:  First Contact resolution rate applies to all issues that can be resolved via phone/remote tools/e-mail/web. 

Note 2:  After option selected and call placed in queue.  Median lag time is 15 seconds.
Note 3:  Abandon Rate begins after option selected, 30 seconds has elapsed and agent has not answered. 

Note 4:  Respond to electronic message contacts indicates confirmation of receipt of request and may be automatically generated.
Note 5:  It is the responsibility of the SP to log all in-person contact service incidents.

Tier 2 Support(needs definition)
	PWS Section
	Performance Metric1
	Performance Standard
	Surveillance Method

	
	
	Response Time2
	Resolution Time3
	

	3.3.2, 7 & 9


	Critical

-Complete loss of service

-Multiple customer service failure

-Virus contamination

-Media contamination
	<5 minutes from incident
	(2 hours
	Customer Feedback and Random Sample

	3.3.2, 7 & 9


	High

-Service loss for multiple/single customer (deadlines in jeopardy)
	(20 minutes
	(4 hours
	

	3.3.2, 7 & 9


	Medium

-Single user unable to accomplish a task with no “work around”
	(1 hour
	(4 hours
	

	3.3.2, 7 & 9


	Low

-Single user unable to use their IT

services with a “work around”

-Single user with no requirement            for unavailable service

-User request for information or asks a how-to question without immediacy

-Software or hardware training/inquiry
	Respond to or schedule appointment (4 hours
	(3 days
	


Note 1:  Performance Metric means the generic descriptions within the critical, high, medium, and low lists are examples only and should not be considered all-inclusive.  The SP shall make the first assessment of criticality based on the criteria provided by the DGR.

Note 2:  Response Time means customer has consultation with support staff.  In some cases, the resolution may require further research and/or additional resources/coordination with other providers.  The SP shall make at least two attempts within the allotted response time leaving a voice message each time they are unsuccessful.  If there is no response from the customer in the allotted time frame, the priority will be lowered one level.

Note 3:  Resolution Time is dependent upon the nature and severity of the ticket.  The standard will be achieved for 90% of incidents.  All tickets will be handled by a consultation from Tier 1 support to determine the appropriate steps to resolve the ticket.  In some cases, the resolution may require further research and/or additional resources, coordination and/or support of external vendors or support groups.  All measured times are business minutes, hours, days and weeks per a 7:00 am - 6:30 pm workday or as otherwise required by the DGR.  These metrics exclude organizationally unique or unsupported legacy applications (e.g., customer developed applications).  

Network Services

	PWS Section
	Performance Metric(ibid)
	Performance Standard
	Surveillance Method

	3.3.2, 3
	Network Availability1
	100% 24x7
	Periodic Review of Reports and Customer Feedback

	3.3.2, 3
	Internet Access Availability1
	100% 24x7
	

	3.3.2, 3
	Email Service Availability1
	100% 24x7
	

	3.3.2, 3
	All Media Backed Up

per Disaster Recovery Plan
	>99% in compliance with Disaster Recovery Plan
	

	3.3.2, 3
	Significant/Non-maintenance O/S and Software Patches Tested and Applied
	Within 5 days of notification from DGR unless otherwise agreed upon by the DGR
	

	3.3.2, 3
	Disk Storage Capacity
	Maintain 15% available free space of total storage capacity daily
	

	3.3.2, 3
	Restoration time for All Server Related Outages
	(4 hours to restore service
	


Note 1:  Excluding scheduled maintenance.
Other IT Support Operations

	 PWS Section
	Performance Metric(ibid)
	Performance Standard
	Surveillance Method

	3.3.3
	Emergency Preparedness

-Continuity of Operations

-Disaster Recovery Planning
	Final COOP and Disaster Recovery Plans are100% Executable, Timely, and Comprehensive which will be weighted on a percentage basis as directed by the DGR
	Periodic Review of Reports and Customer Feedback

	3.3.9
	Voice Services

-Service Availability
	≥99% 24x7
	

	3.3.8
	SP Supported Wireless Services

-Service Availability

-Tracking and Billing for Accuracy
	100% 24x7

≥99% of invoices are accurate
	

	3.3.6
	Audio, Video, & Web Conferencing

-Service Availability
	≥95% during business hours or as scheduled
	

	3.3.4 &

3.3.5
	Inventory/Asset Management; Maintenance and Deletion of Records for:

-SP Supported Systems

-Government Furnished Equipment

-Licenses & Agreements
	99.8% Accuracy
	

	3.3.2, 7 & 9


	Installations

-New systems, applications & technology refresh 
	≤5 business days to complete after notification by the DGR unless otherwise agreed upon by the DGR
	

	3.3.4,

3.3.8 & 

3.3.9
	Moves/Adds/Changes

-Disconnects, reconnects, moves, new software, telephone, and manual software changes 
	≤3 days to complete after notification by the DGR
	


Cyber Security

The following table outlines specific SP responsibilities for performance metrics, performance standards, and surveillance methods pertaining to Cyber Security.  Furthermore, this portion of the PRS describes the standards by which the SP shall meet the task assignments.  Tasks include, but are not limited to, cyber resource protection, cyber security planning, and cyber risk management.

	PWS Section
	Performance Metric(ibid)
	Performance Standard
	Surveillance Method

	3.4.1
	Network Security Systems
	99.9% Logs of all intrusion attempts (e.g. hacking)

100% Successful Intervention
	Periodic Review of Reports, Customer Feedback and 100% Inspections

	3.4.1
	Malicious Code Identification and Prevention (e.g., virus, Trojan horses)
	>99% Servers

>95% All Other Devices
	

	3.4.1
	Critical/Non-maintenance Security Related Patches Tested and Applied
	Within 1 day of notification or as directed by the DGR
	

	3.4.1
	Ability to Report Current Configuration and Vulnerabilities of SP Supported Systems 
	(4 hours
	

	3.4.1
	Incident Responses1

-Response Time

-Notify DGR of incident
	(1 hour2
	

	3.4.1
	Access Administration

-Detect, Disconnect and Terminate access rights for unauthorized users
	99.9% of all SP supported accounts within 24 hours
	

	3.4.2 &

3.4.3
	Compliance with Applicable Security Regulations (Per section 3.4 of PWS and SP Security Plan)
	100% Compliance
	


Note 1:  From log of incident.

Note 2:  The one-hour standard represents a time limit to respond to the incident(s) and notify the DGR.

Cross-Cutting Requirements

The following table outlines SP responsibilities for performance metrics, performance standards, and surveillance methods pertaining to Cross-Cutting Requirements that apply to work throughout the PWS.  
	PWS Section
	Performance Metric(ibid sort of)
	Performance Standard
	Surveillance Method

	Cross-

Cutting

Requirement
	Customer Satisfaction

-100% surveyed

-Average score of returned surveys from individual tickets

-Average score of returned annual organizational surveys
	Average score of returned surveys ( 80% (e.g., 4.01)
	Customer Feedback

	Cross-

Cutting

Requirement
	Knowledge Management

Management System as accepted by the DGR
	100% Compliance with KM Program/Plan
	Periodic Review

	Cross-

Cutting

Requirement
	Configuration Management
	Configuration is accurate, comprehensive, & timely and follows all applicable guidance in the task assignment as directed by the DGR
	Periodic Review


Note 1:  Based on scale of 1 to 5 with 5 being exceptional support.  Surveys shall be developed and agreed upon by both the SP and the DGR or developed by an independent third party.

Contract Discrepancy Report 

	1.  CONTRACT NUMBER
DISCREPANCY REPORT NUMBER:



	2.  TO:  (SERVICE PROVIDER & MANAGER'S NAME)
3.  FROM: (NAME OF DGR)



	DATES

4.  PREPARED - ORAL NOTIFICATION - RETURNED BY SERVICE PROVIDER - ACTION COMPLETE



	5.  DISCREPANCY OR PROBLEM  (DESCRIBE IN DETAIL.  INCLUDE PWS REFERENCES.  ATTACH CONTINUATION SHEET IF NECESSARY):




	6.  SIGNATURE OF QAE:



	7.  TO:  (CONTRACTING OFFICER)
FROM (SERVICE PROVIDER)



	8.  SERVICE PROVIDER RESPONSE AS TO CAUSE, CORRECTIVE ACTION AND ACTIONS TO PREVENT RECURRENCE  (ATTACH CONTINUATION SHEET IF NECESSARY.  CITE APPLICABLE QC PROGRAM PROCEDURES OR NEW QC PROCEDURES):



	9.  SIGNATURE OF SERVICE PROVIDER REPRESENTATIVE:
DATE:



	10.  GOVERNMENT EVALUATION  (ACCEPTANCE, PARTIAL ACCEPTANCE, REJECTION.  ATTACH CONTINUATION SHEET IF NECESSARY):



	11. GOVERNMENT ACTIONS  (SERVICE PROVIDER DEFICIENCY REPORT, CURE NOTICE, SHOW CAUSE, OTHER):



	CLOSE OUT

	NAME:                               TITLE                                         SIGNATURE                             
             DATE



	SERVICE PROVIDER NOTIFIED:



	QAE:



	DGR:






Customer Feedback Record

Date/Time of Incident or Complaint:  










Source of Incident or Complaint:  ___________________________________________________

Organization:













Individual:  












Nature of Incident or Complaint:  

























Contract Reference:  











QAE:  












Validation:













Date/Time SP Informed Incident or Complaint:  




Action Taken by SP:

Received/Action Validated:  











Determination:
Complaint Valid  (

Complaint Invalid  (

Sampling Guide/Inspection Checklist

SERVICE AREA:  ________________________________________________________

NOTE:  E = Excellent Performance    S = Satisfactory Performance    U = Unsatisfactory Performance    N/A = Not Applicable

	1
	Method of Surveillance:

	2
	Lot Size:

	3
	Sample Size:

	4
	Performance Requirement:  Performance is excellent (E) when _____ or less defects are discovered per month.  Performance is satisfactory (S) when _____ or less defects are discovered per month.  Performance is unsatisfactory (U) when ________________ or more defects are discovered per month.

	5
	Sampling Procedure:  Instructions on how to select the sample must be clear and complete

	6
	Inspection Procedure:  The procedure must be detailed enough to allow a yes/no objective decision as to the acceptability of performance by anyone making the inspection.  Explain when evaluation is to occur and what is acceptable/unacceptable

	
	
	Performance: Excellent (E), Satisfactory (S), Unsatisfactory (U), Not Applicable (N/A) 

	
	PRS Requirements
	Timeliness
	Quality of Work
	Notes

	.
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	Overall Rating Of Inspection (E, S, U, or N/A)
	
	
	


Inspector Comments:  












SP Signature:  


                         
       Date: _________________
QAE Signature:  

Date:  



