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1.0 Introduction/Background
1.1 INTRODUCTIONtc \l1 "INTRODUCTION.

The Department of Energy (DOE), Office of the Chief Information Officer (CIO) is charged, under the Information Technology Management Reform Act of 1996, with ensuring that DOE’s investment in information technology (IT) improves program effectiveness and service delivery.  To this end the CIO must deliver reliable, high performance, cost effective, user friendly core and common IT system services. 

1.2 Background:

The President's vision for reforming government operations emphasizes how it goes about its business, and how it treats the people it serves, and effectively leveraging information technology as an enabler. The vision is guided by three principles, which are citizen-centered, results-oriented, and market-based principles.  Electronic government is one of the five key elements in the President's Management Agenda and Performance Plan (August 2001) for achieving the vision. E-Government is critical to meeting today's citizen and business expectations for interaction with government and producing results that add measurable value.
2.0
Scope/Statement of Objective

2.1
Scope:tc \l2 "Scope 

The scope of the Performance Based, acquisition is to provide complete IT Operation Support (i.e., telecommunications, LAN, MAN , WAN, application hosting, maintenance and development…), cyber security (for both classified and unclassified environments), IT Management and IT Application Systems Integration support services in conformance to specific agency‑wide information plans to include: personnel support for design, documenting, programming, implementing, managing, and maintaining; application GOTS and COTS software development and maintenance; cyber security; seat management solutions; and the provision of hardware and software. All work will be performance-based, metric measures will be developed and monitored by the government.

2.2

Statement of Objective:
The government’s objective is for the SP to provide Information Technology Support to the Department of Energy Headquarters Clients.  

Objectives Include:tc \l2 "Purpose. The acquisition of comprehensive Information Technology Support Services available to include: systems engineering, cyber security, procurement, hardware and software installation, on‑site maintenance and support, systems management, training, and spares inventory, systems application support for software development, software maintenance, other GOTS and COTS application software support, and hardware acquisitions supporting local area network (LAN), metropolitan area network (MAN), wide area network (WAN) and telecommunication upgrade requirements.  The Task Order should foster direct interface between SP and DOE HQ clients providing a streamlined process for electronic ordering and timely acquisition of required services.  The contractor must provide an on‑line data base to financial information aligned with each sub-task for both services and or Other Direct Charges (ODC’s), a comprehensive list of services, data, performance metrics, and contract status is required. The SP will be required to meet the OCIO’s objective with information technology application systems and telecommunications support services and will function for the department as an integrator that will take the lead role in the migration to the Departments' agency‑wide information architecture, while containing costs.  The SP performance will be measured and incentives may be functional area(s) or sub-task order specific for superior performance.

ORDERING PROCEDUREStc \l1 "ORDERING PROCEDURES.  The SP will accept orders for products and services through the Task Order/Sub-Task Order (TO) process established by DOE.   

AGENCY‑WIDE INFORMATION ARCHITECTUREtc \l1 "AGENCY‑WIDE INFORMATION ARCHITECTURE.  Work performed will comply with DOE's agency‑wide information architecture, unless specifically waived by the DOE Chief Information Officer or a designee.  The URL for DOE Enterprise Architecture documents is: “http://cio.doe.gov/iap/DOE_EA.htm”.

2.3 Information Technology Services:

The following functional area outlines the scope of this Task Order:

2.3.1  Common Integration Technology Environment Support (CITES) Services
TASK: CITES Services
A. Background

The President's vision for reforming government operations emphasizes how it goes about its business, and how it treats the people it serves, and effectively leveraging information technology as an enabler. The vision is guided by three principles, which are citizen-centered, results-oriented, and market-based principles.  Electronic government is one of the five key elements in the President's Management Agenda and Performance Plan (August 2001) for achieving the vision. E-Government is critical to meeting today's citizen and business expectations for interaction with government and producing results that add measurable value.

On March 11, 2002, Secretary Abraham announced the IDEA initiative to the DOE community. This top-down pervasive initiative is designed to bring DOE to the forefront of innovation, technology, and business optimization.  IDEA is DOE's key E-Government initiative launched in support of the President's Management Agenda. IDEA's goals are to ensure that information technology is prudently introduced and managed to increase efficiency, improve resource management, simplify processes, and unify information flow across the Department's business lines. One of the key initiatives for internal efficiency and effectiveness resulting from the IDEA task force is the Common Integrated Technology Environment Services.

The goal of CITES Task is to consolidate all aspects of common IT systems and services throughout DOE Headquarters, as a way of promoting collaboration, improving efficiency, increasing IT purchasing power, and reducing overall IT expenditures. Currently, DOE operates from a decentralized IT planning, acquisition, implementation, and services model. This creates nonstandard systems and applications leading to interoperability issues and duplication of services. This model is ineffective and prevents the development of a corporate approach to information technology, including strategic and capital planning and proper budget alignment. 

The CITES Task supports the Department's corporate management goals by developing a framework for existing information technology and building a roadmap for corporate direction of the implementation of the President's E-government initiatives (CM2); ensuring secure, efficient, effective and economical operations of the Department's information technology systems and infrastructure (CM3); and corporately managing the information technology systems and infrastructure to improve the Department's efficiency and effectiveness (CM4).

Working from the overall Common Integrated Technology Environment Services,  goals and objectives, which were developed during the IDEA task force meeting, the path forward toward a successful planning, development, and implementation of CITES Services Task includes but is not limited to:

· Developing a detailed implementation plan incorporating all CITES functions including the identification and documentation of IT-related business processes, such as communications, financial management, human resources, and procurement activities

· Developing Service Level Agreements for CITES Services

· Developing appropriate Memoranda of Agreement

· Identifying performance measurements and validating metrics between the Office of the CIO and the DOE Program offices

The approach to CITES Services will be governed by a Memorandum of Agreement (MOA) between the OCIO and the Program Office.
B. Scope
CITES services shall be performed as a Firm Fixed Price task/subtask and may have award incentives and penalty fees.  A flat monthly recurring fee is anticipated for each service level.  This fee is inclusive of all CITES services provided.
The Headquarters Information Technology (IT) functions that comprise CITES include:

· Common Operating Environment  (COE)
· Application Hosting Services (AHS)
All the objectives outlined in this TASK will be sub-task specific, any and all the below items are within scope and may be exercised during the life-cycle of the task.

Specific Task Performance Objectives Areas Include (and will be outlined by sub-task requirements):
B1. Common Operating Environment (COE)
The COE services shall be administered within a Silver or Gold computing environment with the option for a Platinum service level.  The specific measurements for CITES Service levels are in the CITES Service Level Agreement (SLA). 
The Silver computing environment represents the basic level of support for desktop and network services in an unclassified-computing environment.  This service level is targeted for most users.    

The Gold computing environment provides support to organizations processing classified information.  Desktop services for these organizations shall require technicians who are “Q” cleared to support specially configured workstations. These technicians shall maintain the classified desktop systems and servers per a more rigorous set of classified procedures. 

The optional Platinum level of service provides extended support to DOE’s executive and mission critical staff as designated by Program Office senior management.  This higher support level pertains to the desktop and laptop systems only. 

The CITES COE is specified on the CITES COE Subtask.

B2. Application Hosting Services (AHS)
The CITES Application Hosting Service (AHS) is a comprehensive hosting service offering that is available to all elements within the Department of Energy.  The goals and objectives of the AHS are to establish a service for the consolidation and central management of application servers and other IT services through an infrastructure designed for the provision of operating systems and applications. This will reduce the time and labor required to manage a large number of servers while at the same time providing improved infrastructure consistency and security management. 
AHS hosting services address operating system provisioning, hardware setup, management and maintenance, physical security and management for the computer center, cyber security for the AHS infrastructure, systems level data base administration, facilities management and coordination, data control, infrastructure operations, backup and recovery and off-site vaulting, disaster recovery and Continuity of Operations Planning (COOP), and access administration.  In addition to these standard hosting services, the following AHS services shall be provided:

· Server housing: Housing is an optional service to provide for data center space and utilities for housed servers. The customer is responsible for system administration, management and maintenance of the housed server.

· Application development and maintenance: These services may be provided on a case-by-case basis and contingent upon a negotiated agreement.

· Citrix: a service that provides a terminal server system that allows access Windows-based applications from remote locations via a Web client (Netscape or Internet Explorer). With Citrix, employees will have the convenient ability to reach a familiar desktop, computing resources, and documents from any location.

The CITES AHS is specified on the CITES AHS Subtask.
C.  Cyber Security
Cyber security for the CITES COE shall take a multi-layered approach that fits into the overall Headquarters DOE Computer System Security Plan (CSPP).  This consists of operational network security services, such as the operation of firewalls, Intrusion Detection Systems (IDS), incident reporting, vulnerability scanning, and content blocking, etc. In addition to these operational aspects, CITES cyber security provides consulting services to application developers, HQ organizational network support teams, and DOE field sites requiring access to HQ.  Engineering services are also available and have been used to implement additional security layers as needed.
Virus protection shall include software on each desktop, laptop, and server.  Further, CITES laptop users shall be provided personal firewall software as a part of the laptop COE.  Network protection shall include firewalls, secure segments, intrusion detection systems, and secure facilities with cleared operations personnel.  Systems acquired, configured, and installed under the CITES program shall also be accredited and certified by the OCIO with contractor support.
The SP shall ensure that all desktop and network IT services operate securely and in compliance with DOE and Federal policies and directives.  CITES user organizations are accountable in ensuring that employees and outside vendors understand and adhere to security policies and directives mandated by DOE and/or Federal policy.

Findings generated by auditing organizations, both internal to DOE and externally from authorized Federal agencies who perform vulnerability scans and other risk assessment activities on CITES systems, will be addressed and mitigated by the contractor as an inherent CITES security service.  The contractor will provide the program office with a copy of all such findings and the corrective action plans.
	Performance Measures
	Quality Expectations

	a) Completeness
	Deliverables will be 100% complete.

	b) Accuracy
	Deliverables will be 100% accurate.

	c) Effectiveness
	All deliverables must contribute to the overall success of the Task/Sub-Task.

	d) Timeliness
	All deliverables will be on time and within schedule.


C1. Operational network security 
The following is a description of the operational network security environment required to support CITES services:

1. External routers and firewalls limit access to the HQ internal network. Rules in these devices support applications that are accessible from the Internet and from traffic that can reach the desktop.

2. IDS from multiple vendors monitor traffic entering and leaving the HQ network to detect intrusion attempts, using known signatures of or related to hacking activities. The IDS tools are monitored 24 hours a day, 7 days a week, 365 days a year and identify thousands of possible intrusions, daily. These intrusions are analyzed and IP blocking is used to stop the intrusion attempts, protecting the internal network.

3. Incident reporting is accomplished in accordance with DOE N 205.4 (Notice, 03/18/2002, IM) Handling Cyber Security Alerts And Advisories And Reporting Cyber Security Incidents. 

4. Vulnerability scanning to identify known vulnerabilities in servers and workstations. 

5. Content blocking limits the type of sites available via the Internet. Sites associated with pornography, sexually explicit material, hate language, gambling, illegal weapons, etc., are blocked.
6. Virus protection is implemented at the e-mail gateway by blocking known virus signatures and all executable files attached to the e-mail. All internal e-mail servers are required to have additional virus protection software to stop infection that might come in through a back door. In addition, all workstations have virus protection software and systems are located on the network to scan Internet traffic for known viruses.
7. Diagnostics tools for network issue resolution. When network issues arise, diagnostic tools (firewall logs, IDS logs, etc.) are used in problem resolution. 
8. Consulting services provided to organizations in developing applications. This consulting provides information on securing the application and procedures required for providing access though firewalls.

C2. CyberSecurity Assessment
The U.S. Department of Energy Policy 205.1, Departmental Cyber Security Management Policy (DCSMP): has five core functions that provide the necessary structure for any mission activity that generates, uses, stores, transmits, or processes information on Departmental electronic systems.  The core functions include processes to: 

· Identify information assets and their criticality to functionality;

· Perform risk management processes based on assessing threats, vulnerabilities, asset values, and protective measures;

· Develop and apply appropriate protection measures and controls to reduce or mitigate identified risks or support management acceptance of residual risks;

· Support the utility of information and systems within the parameters of accepted risk and applied security measures; 

· Evaluate the effectiveness of the Cyber Security Program by reviewing and monitoring implemented measures, community feedback, employee awareness, and by testing to affect and corroborate continuous improvement of the DCSMP.

The following CyberSecurity assessment activities are required to support the above core functions:

· Develop and audit against established DOE Headquarters policies and procedures that ensure information systems reliability and accessibility, and that prevent and defend against unauthorized access to the systems, networks, and data utilized by Headquarters DOE and its customers.

· Develop cyber security processes that address virus protection controls and measures, remote network access controls and measures, Internet services and usage, and network firewall configuration and implementation.  Also, develops processes that address intrusion detection measures and responses, password management and implementation, data encryption and Public Key Infrastructure requirements, and security configuration management.

· Serves as the cyber security component within the configuration management and risk analysis processes that assesses impacts to the headquarters cyber environment.  

· Establish and assess the policies that assure the appropriate security requirements are included in specifications for the operation of network facilities, equipment, software packages, or related services.  Develop and recommend the procedures, practices, guidelines, and policies to be followed by Headquarters and contractor staffs in the development and activation of cyber security techniques and analysis.  Assess the policies and procedures that assure the continuity of operation for Headquarters DOE information systems and networks.

· Evaluate the posture of DOE and DOE-contractor cyber security by reviewing Cyber Security Site Plans (CSSP) and other documentation, and results of independent oversight assessments.  Recommend appropriate changes to cyber/computer security policies, manuals, guidelines, and architecture.

· Provide an assessment of the various organizations within the DOE HQ against the fundamental elements necessary to comply with the DOE P 205.1.  Specifically to:

· Assure the determination of information sensitivity and criticality by the program offices;

· Motivate the location of valuable information assets within the organization and their ranking according to the damage the organization will suffer in the event of their loss (of functionality), their compromise (of the confidentiality or integrity of their associated information), or of losing control over access to the resource (availability to legitimate users).  This ranking provides a baseline for evaluating the potential corruption of that resource and its trusted peers within the network;

· Identify existing and potential relevant threats to essential assets or network functions in the specific DOE elements under evaluation;

· Estimate the likelihood that a given threat or vulnerability may be exploited;

· Evaluate results and assist in the selection of solutions (actions, e.g., policy or architectural changes, or mechanisms, e.g., software modifications or hardware additions) to mitigate potential threats;

· Document the evaluation summary and the resulting recommendations to enhance the overall security posture of the organization.  This step includes selection, planning and integration of management-approved measures; development of action plans with concomitant periodic review and evaluation; and implementation of security measures;

· Provide the capability to periodically monitor and evaluate the effectiveness of the DCSMP.

	Performance Measures
	Quality Expectations

	a) Completeness
	Deliverables will be 100% complete.

	b) Accuracy
	Deliverables will be 100% accurate.

	c) Effectiveness
	All deliverables must contribute to the overall success of the Task/Sub-Task.

	d) Timeliness
	All deliverables will be on time and within schedule.


C3. Password Security
OCIO will ensure compliance with DOE policy and regulations regarding password generation, protection and use in adherence to the DOE Notice 205.3 Password Generation, Protection, and Use and DOE Guide 205.3-1 Password Guide.  Password generation and protection is the responsibility of the OCIO, customer base, and vendors collectively.

	Performance Measures
	Quality Expectations

	a) Completeness
	Deliverables will be 100% complete.

	b) Accuracy
	Deliverables will be 100% accurate.

	c) Effectiveness
	All deliverables must contribute to the overall success of the Task/Sub-Task.

	d) Timeliness
	All deliverables will be on time and within schedule.


D.  Other CITES Support Activities

Other support activities shall be identified in subsequent sub-tasks.
E. Pricing
Pricing requirements CITES services will be sub-task specific.
F. Security
Level of badge clearance required. All CITES Gold services require DOE ‘Q’ cleared personnel.  Subtask will identify security clearance requirements.

G. Surveillance Plan
A surveillance plan will be incorporated each functional area within each subtask order that will establish the government objective(s), performance measures and expectations.
3.0
Applicable Documents:

3.1
The Contractor must be cognizant of the following Applicable Documents: 
Presidential Decision Directive (PDD) # 63
Government Performance and Results Act (GPRA) of 1993

Federal Acquisition Streamline Act (FASA) of 1994

Federal Acquisition Reform Act (FARA) of 1996

Information Technology Management Reform Act (ITMRA) of 1996

Paperwork Reduction Act

Government Paper Work Elimination Act of 1996
Government Information Security Reform Act (GISRA) 2000

4.0 Performance Based Surveillance Plan - Incentives/Penalties:

4.1
Performance Objective/Performance Measures/Quality Expectations 

Specific performance measures and requirements are identified in each of the task areas in Section 2 of this Task Order.  Additional measures and metrics may be defined in a subtask issued under this Task Order.
Further quality expectations and baseline performance requirements in this task order are expressed in the following manner:

Each requirement will contain the following three elements, and when taken together these elements constitute the Surveillance Plan (or Quality Assurance Plan).

· Performance Objective – A statement of the outcome or results expected in a            specific task area.
· Performance Measures – The critical few characteristic or aspects of achieving the objective that will be monitored by the Government, those things that the Government will be gathering data about.  Each objective may have one or more measures.  The DOE task DGR/Task Monitor will select performance measures for each specific area within the Subtask Order issued under this Task Order.

· Quality Expectations – The targeted level or range of levels of performance/expectation for each performance measure.  The task DGR/Task Monitor will identify quality/performance expectations for each performance measure identified in the Subtask area.  

Failure to meet performance measure will result in the Contractor correcting deficiencies at no additional cost to the Department of Energy. 

Required Service: DOE has established the required service in both the performance objective and the quality expectations.  Task/Subtask Order will address specific objectives the SP must meet.

Standards: The SP shall provide deliverables established within the task assignments, inline with the performance measures and the level of quality expectation as established within this surveillance plan.  

Maximum Error Rate: This Surveillance Plan, Quality Expectation sets the quality assurance requirement of the SP.

Method of Surveillance: The Task/Subtask Monitor(s) and the DOE Primary DGR will review the performance of the SP on a six month time frame or at the end of each Task/Subtask Order which ever comes first. A written evaluation will be provided to the Contracting Officer and the Primary DGR for the files.

Remedy: DOE/IM-1 and SP will work closely to improve performance, enhance reliability, ensure compliance, meet deliverable schedules, and any additional requirement outlined that might be specific to each task or subtask assignment. Failure to meet performance measure will result in the SP correcting deficiencies at no additional cost to the Department of Energy.
4.2
Incentive Awards and Penalty Fees:
Under this Task Order, subtask may have unique incentives and will be subtask specific.

It is DOE’s intent to enhance the incentive opportunities that may include Subtask Orders with incentive term options, shared savings, award fee(s), and other incentives currently not identified.  As incentive opportunities evolve in the performance-based contracting environment or as a direct area of development associated with the A-76 IT Study Contract. These incentives may be added by official task modifications to the DOE Task Order or Subtask specific.  All modifications must be approved and issued by a Government Contracting Officer.      

Therefore the government reserves the right to jointly negotiate with the SP an incentive and penalty plan for CITES services.  This plan would be based on the SP’s performance as measured by the stated CITES metric contained in the CITES Task Order and/or subtask.

5.0
INSPECTION AND ACCEPTANCE of Work
5.1 Inspection and Acceptance:

The task DGR(s)/Subtask Monitors (TM) shall have the responsibility to review all deliverables associated with this task and the DOE Primary DGR shall review and accept or reject the deliverables.  The Government shall have 10 workdays to complete the review of each deliverable and accept or reject them in writing.  

The DOE Primary DGR will have the right to reject or require correction to any deliverables that do not meet the requirements of the statement of objective or are found to be contrary to the information contained in the SP's accepted proposal.  In the event of rejection of any deliverable, the SP shall be notified in writing by the DOE Primary DGR of the specific reasons why the deliverable is being rejected.  The SP shall have 5 workdays to correct the rejected deliverable and return it to the TM, and at no additional cost to the government.  The SP's deliverable schedule, as previously agreed upon by the Government and the contractor, shall apply for all deliverables unless changed by modification by the Contracting Officer.

6.0

Administrative Considerations
6.1 CITES Services Task DGR 


TBD: ____________  (Task Order DGR)

Program Office: ___________________/Germantown Building


U.S. Department of Energy


1000 Independence Avenue, SW


Washington, D.C. 20585-1290 


Phone: 301-903-XXXX FAX: 301-903-XXXX

E: mail Address: 
6.2

DOE’s TASK DGR Staffing Report:
The SP must provide a monthly report (formatted in a working word file) to include the number Full Time Equivalents (FTE’s), numbers of hours charged for that month, the names of staff members providing support to each Subtask Order (or project), Subtask Title, Number and include location staff member is assigned (i.e. DOE Forrestal Building, Germantown, or off site location, etc…).  If SP’s staff member provided support on multiple subtask(s) during the reporting period, please note this in the report accordingly.

6.3 Period of Performance:

The period of performance for the Task Order shall be a two-year base.
6.4 Place of Performance
The majority of the work to be completed under this Task Order will be performed at the Department of Energy's Headquarters (HQ) Washington, D.C. and Germantown, Maryland locations and there may be other sites that will require support and will be identified subtask specific. Support provided at HQ, the OCIO may provide sufficient workspace and may provide equipment at one or both of its locations to accommodate the SP’s work force.  Some of the work to be completed under this Task Order will be performed at the SP’s local offices, as approved by the Task DGR.

6.5 Travel and Per Diem:
Completion of the tasks described herein will require the contractor to travel within the Washington, D.C. metropolitan area and the Germantown, Maryland locations, the Government will not be required to reimburse the SP for local travel.

Some long distance travel may be required.  Such travel must be approved in advance by the DOE DGR/Task Monitor, this will be set-up in the Subtask Order as a pool.  The SP will invoice this action as an Other Direct Charge (ODC).

6.6 Knowledge Management:
It is the intention of the government to use knowledge management to develop and improve mission control and effectiveness.  Many enterprises have vital knowledge that is expert based and do not have a process based systematic perspective to make the knowledge generally available.  Often this knowledge is lost by the enterprise through employee attrition, relocation, resignation, or related measures. Therefore, there is value in maintaining the government’s corporate knowledge as a resource that is capable of being shared among its members.

For purposes of this Task, “knowledge management” is defined as, the systematic process of finding, selecting, organizing, distilling and presenting information in a way that maintains an ongoing DOE corporate knowledge, that is input to and/or resulting from, the execution of subtasks committed under this Task Order.  Knowledge itself, is the fact or condition of knowing something with familiarity gained through experience and/or association.  

The SP shall be responsible for providing knowledge management information associated with the execution of all subtask orders under this Task Order.  This information shall reside in the Department’s corporate data repository (see below).  Although each subtask will differ in terms of content and scope of work, it is anticipated that the contractor shall consider any human, intellectual, structural, or customer capital that is understood, contained, or generated in the execution of a subtask as knowledge management information that shall be retained.  The information shared by the individuals responsible for such execution shall become the intellectual property of the Department.  

After reviewing the requirements contained in this Task, the SP shall propose such a knowledge management process.  This requirement shall not be separately priced.

	1 Performance Measures
	2 Quality Expectations

	a) Completeness
	Deliverables will be 100% complete. 

	b) Accuracy
	Deliverables will be 100% accurate.

	c) Effectiveness
	All deliverables must contribute to the overall success of the Task/Sub-Task.

	d) Timeliness
	All deliverables will be on time and within schedule. 


6.7  Transition Subtasks:
It is envisioned that the government may submit time and material subtasks under this

Task Order that maintain a pre-CITES environment to allow for transition to 

the CITES user based service delivery environment. 
7.0   GOVERNMENT FURNISHED RESOURCES
7.1 Government Furnished Equipment:

The Government may provide desk, chair, Internet hook-up, phone and may share FAX for on-site SP staff.  Government computer may be provided or considered if available. All Government resources shall be returned to the Government completion of this Task.

The SP is responsible to provide all the tools, equipment and/or service supporting (i.e. cell phones, pagers, hand held communication devices, computers, etc..) and fully trained staff to support the Subtask requirements. If DOE requires staff support that has specific training unique to the Program Office, DOE may provide the training or establish the requirement as an ODC, this will be subtask specific.

The CO or DGR can grant an exception this area of the Task Order and will be a case-by-case bases. 

8.0 Hours of Work:
The task shall be accomplished during normal work hours or as directed by the DOE Primary DGR.  However, some Subtask may require unique schedules to it’s mission requirement, and those hours will be subtask specific.   

9.0  Handicapped Employee Requirements:
The Department of Energy (DOE) takes a pro-active part in supporting the Handicapped Employee Program.  Individual requirements are satisfied through the Information Technology Support program.  Additional requirements over and above the ITS program are provided as the needs arise. 

The Department of Energy requires the Contractor to be inline with the following area:

“All work performed under this task order must be compliant with Section 508 of the Rehabilitation Act, 29 U.S.C. & 794d, as amended.  See www.access-board.gov/sec508/508standards.htm for details of Section 508 standards.  This Act ensures that Federal employees with disabilities will be able to use information technology to do their jobs.”

10.0  Subtask Order Format: 

All new work will be a subtask towards the Task Order and will be assigned a subtask order number. The following is the format to be used:

	FM1A-F-4200.2
                                                         U.S. DEPARTMENT OF ENERGY
     (07-89)                                                                    SUBTASK ASSIGNMENT
Replaces DOE F-4210.2

(All other editions are obsolete)                                  

	 Contractor Name and Address: N/A


	Contract Number: PR: (To be assigned by COTR)


	
	Control Number: N/A


	
	Subtask Number: (To be assigned by COTR)


	Primary DGR

	Subtask DGR/Subtask Monitor


	Contract Specialist & B/NC



	Org. Code & Phone

	Org. Code & Phone


	Org Code & Phone

ME-641.1        

	Title of  Subtask Order :       

	 List Functional area(s) of the Task Order work to be Performed: 

	Schedule of Performance/Deliverables List and Due Dates:

For each deliverable required by this Subtask Order , the Contractor shall submit to the Contracting Officer (CO) and to the Primary DGR or Task DGR, a copy of the transmittal letter which evidences timely receipt of the deliverable by the Department of Energy. The contractor will respond with a deliverable entitled “Subtask Order Management Plan” shall provide totals of the cost, hours required, positions skill levels and services required to meet this Sub-Task Order, and shall be provided to the CO,DGR within ten working days after Sub-Task Order issuance.

	Period of Performance
The period of performance for this sub-task assignment shall be from the date signed by the Contracting Officer through  ___________________________________.

	The Government's obligation under this Subtask Order is contingent upon the availability of appropriated funds from which payment for contract purposes can be made. No legal liability on the part of the Government for any payment may arise until funds are made available to the Contracting Officer for this Subtask Order and until the Contractor receives notice of such availability, to be confirmed in writing by the Contracting Officer.

___________________________           __________________                                            .                                                                                                                                           
Signature of Primary DGR                                            Date            Typed Name    


Subtask Order 

Statement of Objective
DOE Subtask Order Number: (To be assigned by Primary DGR)

1.0 Identification

(Name of Subtask Order DGR/Monitor)


(Program office name and routing number)


(DOE Address GTN or Forrestal Building, etc…)

1.1 Contracting Officer (ACO):


Name: .                                         . (DOE Contracting Officer)     


U.S. Department of Energy



1000 Independence Avenue, SW



Office of Headquarters Procurement Services (ME-641.1)



Room: 



Washington DC 20585



Phone: 202-287-          FAX: 202-287-

1.2 Primary DGR :


Name:  



U.S. Department of Energy



Office of the CIO



Information Records and Business Management (IM-12)



19901 Germantown Road



Germantown, MD 20874-1290



Phone: 301-903-                      FAX: 301-903-



E: mail Address: 


2.0 Subtask Order Title: __________________________
	
3.0 Background


(Brief description of the work and office being supported through this effort)

	
4.0 Scope: Clearly describe over all scope requirement.

	
5.0 Specific Task Work Requirements & Deliverable Time Frames: Clearly describe all support service requirements (SOW), deliverables, and identify any & all financial reports if required, etc…
Develop Performance Based Statements of Work to include: clearly defined technical requirements, identifying work deliverables, schedules dates for completion, etc.

Add or modifying the Performance Surveillance Plan with quality Performance Objectives, Performance Measures, and Government Quality Expectations in-lined with each Task/Subtask Order. Send the Primary DGR a copy of these plan requirements with the Task/Subtask Order request. 



	
6.0 Place of Performance:

Task work will be performed at DOE facilities and the Contractor’s work site as appropriate to fulfilling the requirements of this Task/Subtask Order.  



	
7.0 Period of Performance:


From date of issue through _________________________.


	8.0 Other Direct Charges (ODC’s) Deliverable/Delivery Schedule: Clearly describe all Other Direct Charges (travel, products required, training needs, studies, etc…) deliverables schedule due dates, identify any and all report requirements, etc…



	9.0 Security: What level of badge clearance will be required, attach any security forms if required. (Q, L, or BAO this will Task/Subtask Order specific.)

	10.0 Government Furnished Equipment (GFE)/Government Furnished Information (GFI): Task/Subtask Order specific.



	
11.0 Inspection and Acceptance Criteria:

The Contractor shall comply with the terms and conditions as cited in the Basic Contract.



	12.0 Accounting and Appropriation Data: Approp. Symbol (89Xxxxx.xx); B&R No.: ____________________; Dollar Amount: $____________.__; Object Class: (252 or 251, etc.); AFP: _______; Budget Line Item No. ______________________(T&M Task/Subtask Order. The SP is not authorized to continue or support any Task/Subtask Order, which hasn’t sufficient funds to cover the work activity, or fund required deliverables, etc. The SP cannot incur cost or work hours not allotted for the subtask order.)

	
13.0 Other Pertinent Information or Special Considerations:




10.1 Task Order Management and Cost Plan:
The Contractor shall provide a preliminary contract management plan with their proposal and an updated plan to the Primary DGR within 10 days of award.  The SP shall maintain and update that plan periodically, as the need for revisions becomes identified by either the Government or the SP, but not less than annually.  As a minimum, the management plan shall address the objectives in the Task Order or Subtask Order(s) as well as establish procedures or needs for the following:

· Technical Approach

· Management Structure and Approach

· Points of Contact and Problem Escalation Procedures

· TA Processing

· Reporting and record Keeping

· Contractor Security Plan

· Sub-Contractor/Vendor Management

· Staffing plan for initial staffing and for meeting future staffing requirements 

· Transition Plan.

Note: Deliverables for each subtask will be determined at issuance. The SP shall be responsible for accomplishing each subtask specific deliverable under this Task Order.
	                              Deliverable
	                              Due Date

	Sub-Task Management and Cost Plan
	10 days after issuance of Sub-Task 

	Monthly Technical Report Per Sub-Task
	Within 5 days of the end of each month

	Monthly Cost and Labor Hour Report (Online data base: Sub-Task Level) 
	Within 5 days of the end of each month


10.2 Task/Subtask Order Security Requirement:

Security:  Level of badge clearance required. All CITES Gold services require DOE ‘Q’ cleared personnel.

Subtask will identify security clearance requirements.

11.0 Notes/Other Consideration(s):

11.1
The SP may be required to support the CIO’s Acquisition Team in the following area(s):

tc \l1 "INTEGRATION SERVICES
Service Level of Agreements (SLA’s) 

This Task Order will require SLA to be developed and agreed to throughout the entire process in order to move to a service delivery model. The intent of this SLA area is to identify the opportunity to emerge with a more efficient CIO support service vehicle.

11.2   Post Task Order Award Requirements:


The SP will be required to provide or participate in: 

A.) Orientation:

An orientation meeting with the client and the SP shall be conducted prior to initiation. 

B. ) Transition Plan:
The SP must deliver a quality Transition Plan mapping out a clean migration path form the old contract(s) to the new project.  Two hard copies will be provided to DOE, one will be delivered to the CO and the second will be delivered to the Primary DGR five days after award of this Task Order.  

12.0  Glossary:
(Define any words, phases, or acronyms used in the statement of work, particularly those that might result in misinterpretation during execution of the work.)

ACO

Administrative Contracting Officer

CIO
Chief Information Officer

COTS


Commercial off-the-shelf

COTR

Contracting Officer’s Technical Representative 

Cyber Security

Computer security

DPLH

Direct Productive Labor Hours

DOE 

Department of Energy

DEAR

Department of Energy Acquisition Regulation 

Enterprise-wide

Department of Energy-wide 

FAR

Federal Acquisition Regulation 

FOCI
Foreign Ownership Controlling Interest

GISRA
Government Information Security Reform Act of 2000
GFE

Government Furnished Equipment 

GFI

Government Furnished Information 

GMRA

Government Management and Reform Act of 1994

GPRA

Government Performance and Results Act of 1993

GWAC

Government-Wide Acquisition Contract 

IT

Information Technology
Knowledge Management

Defined as, the systematic process of finding, selecting, organizing, distilling and presenting information in a way that maintains an ongoing DOE corporate knowledge, that is input to and/or resulting from, the execution of subtasks committed under this Task Order.  Knowledge it self, is the fact or condition of knowing something with familiarity gained through experience and/or association.

Objective

The objective(s) support a general goal, and can be used to help assess whether a general goal was or is being achieved.  An Objective usually describes a more specific level of achievement than a general goal.

OCI
Organizational and Consultant Conflict of Interest

ODC

other direct charges 

OMB

Office Management and Budget

PDD

Presidential Decision Directive (PDD) # 63

Performance Indicator

A particular value or characteristic used to measure output or outcome.

Performance Measure

A performance goal or performance indicator

PKI

Public Key Infrastructure  

Quality Expectations

The targeted level or range of levels of performance/expectation for each performance measure. 

RF

Radio Frequency

SOW

Statement of Work

Surveillance Plan

The surveillance plan describes three elements, and when taken together these elements constitute the Surveillance Plan (or Quality Assurance Plan).

· Performance Objective – A statement of the outcome or results expected in a specific task area.
· Performance Measures – The critical few characteristic or aspects of achieving the objective that will be monitored by the Government, those things that the Government will be gathering data about.  Each objective may have one or more measures.  The DOE Client Representative will select performance measures for each specific Task Assignment issued under this Task Order.

· Quality Expectations – The targeted level or range of levels of performance/expectation for each performance measure.  The Client Representative will identify quality/performance expectations for each performance measure identified in the Task Assignment.  

TEA

Cyber Security Training, Education and Awareness 

VPN

Virtual Private Network

R&D

Research and Development
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