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ATTACHMENT II


Preliminary Specification for Portal Monitor Communications with the Central Alarm Station

The various types, pedestrian, vehicle, train/cargo monitors, must be capable of communicating with remote computer systems.  Because of the wide variety of platforms that may be used, a methodology has been developed by the SLD Program to facilitate a standard communications process.

Physical Requirements

The communications hardware shall meet the requirements of IEEE 802.3 commonly referred to as “Ethernet”.  Due to numerous site and security concerns the communication media shall be fiber optic. This specification does not require that the fiber optic media connect directly to the portal monitor control unit.  There are numerous units to convert from standard Ethernet to fiber optic for long haul transmission that are available off-the-shelf. 

Network Requirements

The data transmission protocol shall be TCP over a TCP/IP based network. Each monitor shall be assigned, at the time of installation, a static IPv4 address.  This shall be easily accomplished in the field without additional equipment.

The portal monitor shall initially “listen” on a definable port number (default = 1600). Upon receiving a TCP connection request from a remote computer system the portal monitor controller shall complete the connection. Upon successfully establishing the connection, the portal monitor controller shall begin to output data, in accordance with the data format requirements below, to the remote computer. In the event that the link to the remote computer is broken, or the connection is otherwise disrupted, the monitor will terminate sending data and return to the listen mode. The portal monitor controller shall not require, nor respond to, any external event or message other than the establishment of a TCP connection to begin to output the prescribed data. All data output messages shall be in the format given in the Data Formats section of this specification. Other formats or additional messages not specified are not acceptable without written permission of the contracting officer.

Data Format Requirements
Data shall be output from the portal monitor controller in a standardized format as shown in the following examples, depending on the state of the controller at the time of transmission.

When the connection is initially established:

Output:  SG,xxxxxx,yyyyyy,ppppppp,rrrrrrr CRLF

Setup Gamma  parameters:

xxxxxx = N-sigma value (i.e. 4.00)

yyyyyy = Intervals (number of 200 millisecond intervals used in alarm decision)

pppppp = Algorithm ( detectors used in the alarm decision)

rrrrrrr = Occupancy hold-in ( number of 200 millisecond intervals the occupancy hold in
after release of  occupancy sensor.

Output:  SN,xxxxxx,0,0,0 CRLF

Setup Neutron  parameters:

 xxxxxx  = Alpha (Neutron false alarm rate

When the monitor is in background mode:

Output: GB,xxxxx,xxxxx,xxxxx,xxxxx CRLF

Gamma Background sent every 5 seconds.  Count values are CPS.

Output: NB,xxxxx,xxxxx,xxxxx,xxxxx CRLF

Neutron Background sent every 5 seconds. Count values are CPS.

When the monitor is scanning:

Output: GS,xxxxx,xxxxx,xxxxx,xxxxx CRLF

Gamma counts sent every 200 milliseconds while occupied and not in an alarm state.  The counts are 200 ms raw counts from each detector. 

Output: NS,xxxxx,xxxxx,xxxxx,xxxxx CRLF

Definition: Neutron counts sent every second while occupied and not in an alarm state.      

When the monitor is in alarm:

Output: GA,xxxxx,xxxxx,xxxxx,xxxxx CRLF

Gamma counts sent every 200 milliseconds while occupied and in an alarm state. The counts are 200 ms raw counts from each detector. 

Output: NA,xxxxx,xxxxx,xxxxx,xxxxx CRLF

Definition: Neutron counts sent every second while occupied and in an alarm state. 

When the monitor is in a fault condition (high/low gamma, high neutron, power fail)

Output: GH,xxxxx,xxxxx,xxxxx,xxxxx CRLF

Gamma High Fault Background sent every 5 seconds.  The count data is in counts per second.  The high background fault condition is a settable parameter in the controller.   

Output: GL,xxxxx,xxxxx,xxxxx,xxxxx CRLF

Gamma Low Fault Background sent every 5 seconds.  The count data is in counts per second. The low background fault condition is a settable parameter in the controller.   

Output: NH,xxxxx,xxxxx,xxxxx,xxxxx CRLF

Neutron High Fault Background sent every 5 seconds. The count data is in counts per second.  The high background fault condition is a settable parameter in the controller.   

Output: TT,0,0,0,0 CRLF

Tamper or power-fail condition.  This is sent only once when the following conditions occur.  AC power loss, charger output failure, or when the doors are opened on the pillar.        

Output: TC,1,1,1,1 CRLF

Tamper or power-fail condition cleared.  This is sent only once when the following conditions occur.  AC power returned, or when the doors are closed on the pillar.        

Output: GX,xxxxxx,0,0,0 CRLF

Pillar occupancy count since midnight of each day. xxxxxx  = 1 –99,999 occupancies.  This message is sent with an incremented count every time the pillar clears the occupancy. This variable is automatically cleared on a power cycle and at midnight each day.          
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