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1 - GENERAL

1.1 BACKGROUND.  The Western Area Power Administration (Western) was created in 1977 under Section 302 of the Department of Energy Organization Act.  Western annually markets and transmits approximately 10,000 megawatts of power from over 50 hydropower plants.  We also market the United States’ 547 megawatt entitlement from the coal-fired Navajo Generating Station in Arizona.  Western’s service area covers 1.3 million square miles.  Western sells power to approximately 700 customers in 15 western states.  Power sales, transmission operations and maintenance and engineering services for our system are accomplished by our employees at duty stations located throughout our service area.  These include the Corporate Services Office (CSO) in Lakewood, Colorado and four Customer Service Regions with offices in Billings, Montana; Loveland, Colorado; Phoenix, Arizona; and Folsom, California.  The Washington, District of Columbia, Liaison Office (WLO) is responsible for coordinating Power Marketing Administration activities with other Washington-based Federal agencies and electric industry groups. 

1.2 SCOPE OF WORK.  This Statement of Work (SOW) defines requirements for information technology support services for the Office of the Chief Information Officer (OCIO) at the CSO.  Tasks to be performed are identified in Section 2, Performance Requirements.  Federal staff will be assigned for day-to-day task administration and performance monitoring.  The Contracting Officer’s Representative (COR) is responsible for monitoring technical compliance, administrative tasks, and fund expenditures during performance of the contract.  

1.3 LOCATION.  The support required by this contract will be performed in the CSO located at 12155 West Alameda Parkway, Lakewood, Colorado. Occasional travel will be required to provide technical support to other Western duty stations or to attend vendor training and professional conferences.  Local travel will be required to provide technical support to Western’s Electric Power Training Center (EPTC).  EPTC is part of CSO, but is located in Golden, Colorado at 1667 Cole Blvd., Bldg. 19, Suite 152 (approximately 5 miles from the main facility).  The contractor will also support the WLO, which is part of the CSO organization.
1.4 STAFFING ESTIMATES.  Contractor staffing estimates should be based on 1,880 direct productive labor hours for each full time equivalent (FTE). 
1.5 PROJECT MANAGEMENT AND COMMUNICATIONS.  The Contractor Program Manager shall be the focus of communications between Government personnel and the contract staff.  The Program Manager shall be responsible for delegating work and assuring that quality work products are produced in a timely manner.  Government personnel shall not be responsible for supervising any contractor personnel. 

1.6 HOURS OF WORK. 

1.6.1 CSO business hours are 7:30 a.m. to 4:30 p.m. Mountain Time, Monday through Friday except for holidays.

1.6.2 The Contractor shall ensure breaks, lunches, time off, and flexible work hours or days are scheduled so as to ensure coverage and support during business hours, as specified in individual performance requirements, or as required by the COR during other times.

1.7 TRAVEL.    

1.7.1 When overnight travel is required, per diem allowances will be reimbursed at Government rates in effect on the day(s) of travel (reference special provision entitled “Reimbursement for Contractor Travel”).  

1.7.2 Travel will be performed in Government/commercial-provided conveyance including, but not limited to, sedan, pickup, or Government-owned/chartered aircraft, when available.  

1.8 QUALITY ASSURANCE AND CUSTOMER SERVICE

1.8.1 The Contractor shall develop a system to monitor performance and correct performance that doesn’t meet standards as outlined in the quality assurance plans (Attachment B to Performance Based Award Fee Plan) and identified by the Technical Representative (TR).

1.8.2 The Contractor shall develop a system to regularly assess and document customer satisfaction and shall take measures to correct less than satisfactory performance.

1.9 GOVERNMENT SURVEILLANCE OF CONTRACTOR PERFORMANCE.  The Government may use various methods (such as customer input, random sampling, periodic inspection, etc.) to monitor contractor performance. The performance measures and expectations to be used in the evaluation of contractor performance are contained in the Performance Based Award Fee Plan attached to the solicitation.
1.10 REPORTS.  The Contractor shall provide the reports described in Attachment B, Reporting Requirements, with each invoice.  The following as required reports may also be requested 



by the TR, COR, or Contracting Officer (CO):

1.10.1 Project plans, progress reports, and project completion reports. 


1.10.2 Logs of activities, particularly technical activities performed, which can be viewed periodically by both federal personnel and auditors.  Specifically, a monthly QA Report reflecting Attachment B to Performance Based Award Fee Plan acceptable quality level items.
1.11 GOVERNMENT-FURNISHED FACILITIES, EQUIPMENT, VEHICLES, AND SUPPLIES.
1.11.1 The Government will provide office and special purpose space.
1.11.2 The Government will furnish all equipment and materials in reasonable quantities to the Contractor.  Contract employees and/or contract management will sign and be accountable for all equipment that is assigned a property number.  Equipment and Materials will include, but not be limited to:

· Applications servers (Novell, Unix, NT, etc.).

· Network equipment.

· Office equipment including telephones, calculators, personal computers, printers, drafting equipment, copying machines, fax machines, and printing and binding equipment.

· Supplies and furniture including paper, pencils, desks, chairs, work tables, etc.

· Systems furniture workstations.

1.11.3 The equipment and facilities provided will vary based on the Government’s assessment of current needs and the CO, COR or TRs decision as to whether and how to meet those needs.

1.11.4 Requests for additional equipment or supplies or replacement items will be made to the TR or COR.  


1.12 USE OF GOVERNMENT VEHICLES BY CONTRACT EMPLOYEES.

The Government will furnish vehicles for the use of contract employees for the performance of work required by the contract when vehicles are available and when the COR or CO determines it is in the Government’s interest to do so.

1.13 COMPLIANCE WITH REGULATIONS, POLICIES, AND PROCEDURES.  In performing the work required by this contract, the Contractor shall comply with all Federal, State and local laws and regulations, and with DOE, Western, and local policies and procedures relating to the efforts of this Performance Work Statement (PWS) including but not limited to the most recent edition of orders, policies, and regulations. 

1.14 SAFETY.  

1.14.1 In performing the work required by this contract, the Contractor shall comply with all applicable Federal, State, or local safety, health, or industrial safety codes including the latest effective standards promulgated by the Secretary of Labor for the Department of Labor and Health Administration, Safety and Health Standards (29 CFR 1910).  If there is a conflict between the requirements of the applicable Federal, State, or local safety, health, or industrial safety codes, the more stringent requirements shall apply. 

1.14.2 The Contractor is required to establish a safety program that supplements Western’s safety program.  The program shall be documented and submitted to the CO for review and approval within 60 days from contract award.

1.14.3 The Contractor shall report any on-the-job accidents or injuries immediately in accordance with Western and CSO policies and procedures. 

1.15 SECURITY OF FACILITIES.  

1.15.1 Security of Western facilities is a shared responsibility of federal and contract employees. The Contractor shall be required to perform tasks to assist in building security and shall assist in identifying potential hazards.

1.15.2 Contract staff shall be alert to surroundings and notify the Facility Manager, Safety Manager, or building security staff of security concerns, suspicious activity, unescorted persons who do not have a visitors badge, or unauthorized removal of Government property from the building.  

1.15.3 Contract staff shall protect identification badges and card keys and notify the Facility Manager immediately if card keys or badges are lost. Badges and card keys shall be turned into the Facility Manager when employment is terminated. Contract staff shall not prop open doors and when entering or leaving the complex and shall ensure that doors and gates are secure.  Contract staff shall notify building security if they are unable to secure a door or gate.

1.16 PROTECTION OF DATA.  Contract staff has access to sensitive data.  The Contractor shall protect this data and shall ensure that employees understand and comply with regulations and laws, such as the Privacy Act and the Procurement Integrity Act which restrict the release of information (reference special provision entitled “Confidentiality of Information”).
1.17 BACKGROUND/SECURITY CHECK.  Pre-employment screening shall be done by the Contractor in accordance with Section H.12.  







1.18 CONTRACT TRANSITION AND CONTINUITY OF OPERATIONS.  The OCIO has an ongoing need for on-site support services.  As such, an orderly and efficient transition from one contract to the next is required. 

1.18.1 Any transition shall be accomplished in such a way that adverse impact to the continuity of operations is prevented or minimized to the maximum extent feasible.  

1.18.2 Within 10 working days after contract award, a phase-in plan shall be developed by the incoming Contractor providing detailed information on all phase-in tasks and time frames. 

1.18.3 This plan shall be approved by the CO before the Contractor begins phase-in activities. 

1.18.4 The incoming Contractor shall accomplish phase-in in an orderly manner in full cooperation with the outgoing Contractor, prior to expiration of the prior contract in accordance with the approved phase-in plan.

2 – PERFORMANCE REQUIREMENTS
The Contractor shall provide information technology support services to approximately 350 federal and contract employees located in the CSO, the EPTC, and the WLO.  Support for corporate applications and IT Call Center Tier One Support will be provided to users in duty locations throughout Western.  Some contract functions have been identified as requiring on-call support:

· CSO Computer Center Operations

· Desktop Support

· Systems Administration

· Database Administration

The Contractor shall ensure that an employee who is designated as on-call carries a pager during non-duty hours.  The employee must respond to pages within 30 minutes and be on-site within 2 hours of notification to report to duty.
The following functions/tasks have been identified for support under the provisions of this contract.

2.1 Applications Software Support

The contractor shall provide management, systems analysis, programming, database administration and quality assurance support for current software applications that support numerous business areas (see Table 1 – Applications Inventory). Also included is support for various web applications. This support shall consist of ongoing day-to-day customer service (answering user questions, writing ad-hoc queries, routine data fixes, etc.) and work that results in one or more deliverables (software, documentation, etc.).  

Depending on the specific task assignment, the contractor could be responsible for the entire systems life cycle.  Systems Analysts and Programmers will work closely with an assigned Federal Business Analyst for each application and/or associated modules. The contractor shall follow Western’s “Software Development Life Cycle Guide” for all software development and maintenance.  This guide documents procedures and policies for project initiation/prioritization, development, testing, production, and delivery.  An inventory of applications that currently require contractor support is contained in Table 1.
Table 1 -- Applications Inventory

	Business Information Decision Support System (BIDSS) --- Western’s implementation of Oracle Corporation’s Financials (Federal Vertical) product.  Contract staff shall provide ongoing maintenance support for the current version of the application (10.7).  The Contractor shall also provide support for upgrades.  BIDSS is scheduled to be upgraded to version 11i in October, 2003.  BIDSS consists of 6 modules: Accounts Payable, Accounts Receivable, General Ledger, Purchasing, Fixed Assets, and Project Accounting as well as the Oracle Discoverer query tool and Oracle Financial Analyzer, which is used to support formulation of budgets.  

	Relational Time and Attendance (RITA) --- A custom PowerBuilder application that captures time and attendance data for 1,300+ Federal employees in an Oracle database.  It is used to generate a file that is input to the DOE payroll system.  RITA is the system of record for employee data.  It sends inserts and updates of employee data to BIDSS and Maximo, the maintenance management system.  (Note: RITA may be replaced by a Government off-the-shelf time and attendance system in 2003.)   

	Real Estate Information System (REIS) --- A custom PowerBuilder application that stores data in an Oracle database.  It is used by Western’s Lands offices to collect data on land and land rights that contain facilities and buildings such as transmission lines, substations, communications sites, and various buildings/structures. The system database includes land parcel descriptions, appraisals, acquisition dates, right-of-way widths, permits from other agencies, surface owner information where land use contracts have been obtained.  

	Drawing Information System (DIS) – A custom, web-enabled application used to manage engineering drawings for all Western facilities from creation to archival.  It tracks creation of new drawing numbers, check out of existing drawings, notification of new and changed drawing status to all appropriate personnel, and creation of reproduction work orders.  

	Reporting Applications --- Reporting applications used include Discoverer and Crystal Reports.

	


2.2 Western IT Call Center 

The IT Call Center will ultimately become the initial point of contact for all problem reports and user requests.  Initially it will provide Tier One support (problems that can be resolved in 5 minutes with a phone call or email) for the CSO IT Services, and corporate applications.  It is currently planned that Tier One IT support will be extended to all Western Customer Service Regions in phased steps beginning in 2003.  This phased extension will take several years to complete.  Call Center coverage will extend from 6:30 a.m. to 4:30 p.m. Mountain Time, Monday through Friday (except Federal holidays and other approved absences).  As the IT Call Center is extended to the Customer Service Regions, this coverage will have to be extended from the Central to Pacific Time Zones. The Call Center currently receives approximately 800 calls per month from the CSO. Call Center activity is tracked through the commercial-off-the-shelf HEAT product suite.

Tasks to be supported include:
· Managing, customizing, and providing technical support for HEAT.

· Responding to phone, Email and walk-in customer requests for service through the creation of HEAT Tickets and the assignments of the ticket to the appropriate Federal or Contractor staff as determined by the Western Application Support Matrix.
· Monitoring Ticket assignment levels via HEAT-Managers Console and attempting to load balance assignments across available resources as possible.
· Monitoring HEAT Business Process Automation Module Email Escalations and notifying Team Leads for their action.
· Capturing and maintaining statistics on support calls.

· 






2.3 CSO Computer Center Operations 

The objective of CSO Computer Center operations is to ensure that users can access servers in order to conduct Western’s business operations.  The Contractor shall staff the CSO Computer Center from 6:00 a.m. to 6:00 p.m. Mountain Time, Monday through Friday (except Federal holidays and other approved absences).   The operating environment consists of Sun-Solaris, Linux, Silicon Graphics SG, HPUX, Novell-NetWare and NT/Win2000 servers and utilizes Veritas Net Backup Datacenter.
Tasks to be supported include:

· Monitoring all hardware in the CSO Computer Room and correcting and/or reporting problems as appropriate.

· Coordinating support from on-call programmers and DBAs.

· Maintaining a library of backup media.

· Monitoring production jobs.

· Reporting on operational activities.

· Working with the CSO Safety Office and building maintenance during tests of the fire alarm system, UPS, etc.

· Working with building management on maintenance issues.

· Conducting the daily CSO Computer Operations status meeting. 

· Installing, configuring, updating, and upgrading Veritas Netbackup Datacenter backup clients, agents, and server software to backup up Windows 2000, Novell, Citrix, Linux, HPUX, and Solaris servers.
· In conjunction with System Administrators (SA), determining proper backup retention times and ensure that all necessary data is backed up in compliance with Western policy.

· Optimizing backup resources including backup windows, media, backup drives, and network capacity 

· Monitoring backups and advise appropriate SA of issues

· Creating Duplicate Media and Manage off-site storage for Disaster Recovery in compliance with Western policy using Veritas Netbackup Datacenter Vault. 

· Maintaining off-site catalogue backups for Disaster Recovery.

· Managing Veritas Netbackup Datacenter remote (Media Server) backups and restores on tape devices located at the EPTC and WLO offices, including off-site tape rotations. 

· Restoring files from backups

· Creating and Updating Independent Disaster Recovery (IDR) disks/CD’s and Emergency Repair Disks for all Windows NT/2000 servers

· Performing Total Server Restores to the same or different hardware as required for all Operating Systems.

· Maintaining standard procedures for routine, recurring activities.

· Advising on and documenting continuity of operations plans, and documenting and supporting continuity of operations tests and exercises.

2.4 CSO Desktop Support 

The Contractor shall provide proactive desktop support for approximately 350 users and 450 desktop/laptop PCs located at the CSO, EPTC and WLO.   This support ensures that computer users obtain the maximum benefit from their personal computers and that Western complies with all licensing and regulatory requirements.
Typical tasks to be supported include:

· Providing technical support to the Western IT Call Center on technical desktop/laptop hardware/software issues that can not be resolved by IT Call Center Tier One support staff.
· Installing and maintaining desktop/laptop software and hardware (using images from a Ghost Imaging server) in accordance with the Western and CSO architectures, standards, procedures, and plans.

· Analyzing new desktop/laptop hardware and software requirements, recommending changes/upgrades, developing and testing deployment strategies, and communicating/coordinating deployments.
· Developing and testing of automated software deployments and hardware/software inventories utilizing Novell’s ZenWorks for Desktops.  
· Hardening of desktops/laptops against Cyber Security threats, maintaining up-to-date cyber security patches levels, and supporting Western Cyber Security Specialists during responses to Cyber Security incidents.
· Leading major desktop/laptop hardware, software, and printer acquisitions for CSO.  Acquisitions are based on a documented technical requirements and specifications, requirement analysis, market survey and evaluation of vendors.  Return on Investment and Total Cost of Ownership are evaluated within this process.
· Maintaining and keeping current IT asset management records of all desktop/laptop hardware and software at the CSO, EPTC, and WLO

· Installing and configuring stand-alone and network printers in accordance with the CSO architectures, standards, and procedures.
2.5 Configuration Management 

The objective of this function is the identification of system configuration at discrete points in time and the systematic control of changes to the identified configuration for the purpose of maintaining software integrity, audit records, and accountability throughout the system life cycle. The contractor shall provide Configuration Management support in the maintenance and operation of the CM toolset which consists of  Merant Polymorphic Version Control System (PVCS) Dimensions, PVCS ERP Change Manager for Oracle and Tickmark’s Setup Reporter.  
Tasks to be supported include:
· Managing software releases using the CM toolset.

· Designing and maintaining documentation using the CM toolset to create a electronic audit trail of all changes to the production environment.

· Coordinating with CSO Call Center staff to interface the knowledge base tool with PVCS Dimensions.  

· Supporting the Configuration Control Board (CCB) using PVCS Dimensions as the change proposal tracking software and migrating open change request documents from the old Oracle system into PVCS Dimensions.

· Providing regular recurring reports to the CIO and OCIO staff from the automated tools on change request and configuration item status reporting.

· Occasionally supporting federal personnel in the performance of physical configuration management audits.

· Supporting other Western offices and teams (such as the WAN Team and Western CIO Council) in tracking and reporting changes to both IT assets and documentation which has been designated to be under CM control. Reports must be posted to the Configuration Team web page.

· Providing system performance reports which include, but are not limited to: CPU utilization, RAM, disk usage and network interfaces.  These reports will be used to identify performance bottlenecks and areas requiring tuning.   They may lead to development of specifications for additional hardware and software for mitigation of problems.
· Advising on and documenting continuity of operations plans, and documenting and supporting continuity of operations tests and exercises.

· Attending weekly change management meetings.

2.6 Systems Administration 
The objective of computer systems administration is to ensure high operational reliability, system efficiency, and acceptable quality and service levels.  
2.6.1 The contractor shall provide proactive systems administration for Novell NetWare, Sun/Solaris, Linux, Silicon Graphics, HPUX hardware and operating systems, and  Novell GroupWise office automation software..  The CSO Operations Center requires support for all systems during core hours, and requires on-call support after core hours and on weekends.  Uptime is critical since these servers support applications that are designated as Mission Supportive for Western.

Tasks to be supported:
· Installing and maintaining CSO server software and hardware in accordance with Western and CSO architectures, standards, procedures, and plans.  This includes controlling current versions and future releases of applications software, and the documenting the physical configuration of an information system.
· Analyzing new server hardware and software requirements, recommending changes/upgrades, developing and testing deployment strategies, and communicating/coordinating deployments.
· Developing and testing automated software deployments utilizing Novell’s ZenWorks for Servers.  
· Hardening of servers against Cyber Security threats, maintaining up-to-date cyber security patches levels, and supporting Western Cyber Security Specialists during responses to Cyber Security incidents.
· Leading major server hardware and software acquisitions for CSO.  Acquisitions are based on a documented technical requirements and specifications, requirement analysis, market survey and evaluation of vendors.  Return on Investment and Total Cost of Ownership are evaluated within this process.
· Maintaining and keeping current automated inventory records of all servers and server-related equipment and software.
· Developing corrective actions for Cyber Security vulnerabilities detected on CSO servers under the Contractor’s control.  Corrective actions are documented in a Corrective Action Plans with milestones.  
· Supporting the updating and testing of the CSO IT Contingency plan on an annual basis.
· Following CSO’s change management procedures.
2.6.2 The Contractor shall also provide systems administration support for the Office of Design in the CSO.  This support may include occasional tasks to be performed for Regional Offices.    Typical work includes specialized maintenance and administration support for computer systems in drafting, Digital Control System (DCS) hardware, project design, drawing archive, GIS, power system training, power system data collection, and power system simulation. Standard and custom scripts will be developed and maintained to facilitate these tasks.  The work will also include troubleshooting and/or coordination of hardware repairs to computers with vendors. 
Tasks to be supported:

· Ensuring that Western’s Project, Archive, and GIS servers and their peripheral hardware are available during normal working hours.

· Assembling, integrating, and testing different computer components for hardware compatibility.

· Ensuring installation of non-Windows security and maintenance patches on Archive and GIS servers.

· Providing operating system administration and support for Linux, OS9, HPUX, VMS, AIX, SCO, Windows NT, and Windows 2000 using awk, Perl, Windows scripting, and standard shell scripts.
· Providing system performance reports on all Computer Aided Engineering (CAE) servers, project servers, maintained EPTC, WAMS, and DCS computers.  Reports shall include cpu utilization, RAM, disk usage, and network interface issues.  The report should identify potential performance bottlenecks and specifications for additional hardware and software to mitigate issues encountered.

2.7 Database Administration (DBA) 

The objective of the database administration function is to provide effective definition, operation, protection, performance, and recovery of Western’s databases.  There are approximately 50 database instances of Oracle versions 7, 8, and 9i at Western.   DBAs are responsible for installing patches for BIDSS and upgrades to the Oracle database.  They are also responsible for troubleshooting problems, coordinating Technical Assistance Requests (TARs) with Oracle Support, maintaining TAR/patch documentation logs, monitoring performance, and providing technical support to project teams responsible for application upgrades.
  
Specific duties include:

· Providing on-call DBA support during non-core periods and weekends.

· Reviewing nightly copies, exports, and backups of CSO databases.

· Daily monitoring of CSO databases for table, index, and tablespace size and access issues.  Taking corrective action as required.

· Providing as required support to functional users.

· Providing as required technical support to developers and other OCIO staff.

· Creating and maintaining development, test, audit, and production database instances.

· Developing and implementing procedures for monitoring Oracle’s web site for information on security patches.  Downloading and installing these patches in coordination with the Computer Security Program Manager, developers, and the financial community.

· Working with business analysts in support of FYE processes.

· Working with CSO operations and Unix administrators on database backup issues.

· Advising on and documenting continuity of operations plans, and documenting and supporting continuity of operations tests and exercises.

2.8 Server and Application Account Administration

The objective of account administration is the implementation and execution of management and technical controls over access to Western’s servers and applications.  The Contractor shall maintain user accounts for its Novell and Microsoft Network Operating Systems, RADIUS, GroupWise email, and its Corporate Applications (BIDSS, Maximo, and RITA/ATAAPS).  Work entails setting up user accounts and rights, resetting passwords, terminating accounts, and periodically reviewing and revalidating user accounts and rights.  Account administration procedures are documented in OCIO procedures manuals and are available on request.  
Table 2 – Approximate Number of Accounts by System
	System
	# of Accounts

	Novell
	440

	Microsoft
	580

	RADIUS (Dial-up)
	130

	BIDSS
	460

	Maximo
	680

	RITA
	670

	GroupWise (email)
	400


2.9 Western Domain Name Services (DNS) and Dynamic Host Configuration Protocol (DHCP) Services
The objective of this function is to provide stable (99.99% availability) and accurate DNS and DHCP services for CSO and Western.  DNS services include maintaining the private DNS servers for CSO and the public DNS servers for Western.  DHCP services are for CSO, EPTC, and WLO.  The Contractor shall:

 
· Maintain the DHCP address pool.
· Modify DNS resolver entries handed out to DHCP enabled computers as needed. 
· Maintain reserved DHCP addresses as NICs change in certain DHCP enabled desktops and servers.  
· Update information handed out to DHCP enabled computers such as WINS server information.  
· Maintain internal facing DNS separate from external facing DNS.  
· Update internal DNS with new servers, network devices, printers, etc.  
· Remove old DNS entries as equipment is excessed.  
· Keep secondary zones for each Western Region and make modifications as requested by the Regions.  
· Monitor logs for DHCP and DNS servers to be alerted of any errors or potential problems.   
· Keep external facing DNS maintained with a secure version of BIND and incorporate any security measures deemed appropriate from Department of Energy’s Computer Incident Advisory Capability (CIAC).  
· Monitor external DNS logs for attempts to break in to the DNS server and compromise the WAPA zones.  
· Maintain DNS entries for external facing web servers and ftp servers.  Western is currently using Cisco Network Registrar for DHCP and dynamic DNS.
















